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(57) Abstract :

Exemplary embodiments of the present disclosure are directed towards a system for preventing phishing attacks, comprising a second
computing device comprising an anti-phishing module configured to provide a solution for one or more anti-phishing attacks using a
visual cryptography technique, the visual cryptography technique is one of the most secure cryptographic techniques which is used for
secret sharing, the secret information is in the form of an Image, the anti-phishing module configured to divide the Image into
different shares or transparencies during an encryption process and perform a decryption process by superimposing the shares; the
anti-phishing module configured to enable the user to personalize image or string for respective user at any time or during the account
creation, the image/string is then divided into two shares using (2,2) VC Scheme, One share is kept on the server and another share is
given to the user on the second computing device, the user is rest assure when a cryptogram is displayed during the browsing on the
second computing device and after superimposing his share from the second computing device using the anti-phishing module, the
user visualize the original selected image/string by him at the time of personalization, the display of the original image/string will
assure that the site is not fake and users are protected from phishing. Fig. 1

No. of Pages : 20 No. of Claims : 5

The Patent Office Journal No. 49/2021 Dated 03/12/2021 58101



