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(57) Abstract :

Exemplary embodiments of the present disclosure are directed towards a network security attack defense system using state attack
and defense graph model and method employed thereof. The method includes determining connectedness structure reach ability
matrix of all hosts node in network topology and utilizing tender spots scanning tools Nessus, ISS and SARA, and each host node in
network is scanned and obtains the tender spots set of each host node. The method further includes according to the tender spots set of
each host node and the utilization rule structure state attacking and defending figure of each tender spots and conjunction with safe
tender spots evaluating system CVSS, the probability of success and the hazard index of each atomic strike in computing mode
attacking and defending figure and determining mentioned two kinds of attack paths in conjunction with the tender spots prevention
and control measure, formulate defense policies. FIG. 2
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