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(57) Abstract :

Abstract of the Invention: Bt is very important and crucial to so¢ that the files/docutnents which are of at most impartant 1o the erganization and the government departments including the Research departments are 1o be
maintained with complete security, privacy, and with authenticity. So in this process in order o ensure that the documents are protected and ‘maintained we have made use of the Blockehain for the same. Blockehain
technology will provide magical solutions for all the problems associated with the centralized storage. This technolopy will help the organizaticns to safeguard their decuments with complete intogtity and transparency. The
use of Blockehain technology will help in providing security in distributed cnvirenment, eliminatieg the need for centralized authority. This will also help in maintaining complete tramsparcncy where in no user can make any
kind of modifications 1o the data stored in Blockehain database. The data is stored in a cncrypted form which cnhances the security Tayer for the data stored. As the data is stored in a distributed mamer where in all the nodes
store the data it becomes easier 1o have an access ta the required data. As it s performed in distributed ledger System, The tectnotagy alsa ensure comuption frec data, which is because the data is stored on oultiple nodes and
1he nccess is providing o the raquest for storage is given only when majority of th nodes validates the request. The consensus algorithan used will help the network w ke faster decisions where in all the nodes has the say
fosr the Tequess made. The technology is completely ized and is ot dependent on the calculations mode by the human beings, which makes it highly fault tolerant. The technology makes use of the concept of
dveentralization to store the data which makes it to survive from aoy kind of malicious attacks. So we can say the system will not bave any kind of breakdowns. This will also gnsure that the high cust will be involved 1o break
or to temper the systesn by the backers. The dependency on the third party is completely eliminated s the data is stored in decentralized manner and not in a centralized form. This will make the user ta have control aver the
data and deendency on third party is alost negligible, The other advantage of this technology is it programmabie where in smart contracts can be created to decide on the policy of providing access 1o the system. The
records/data stored are immutable which is 1o say cannot be altered a1 any point of time, because of the use of timestamp associated with ¢ach block. Allthe nedes will unanimonsky will help ta make the decision in vrdet to
validate the record for aceess or to store.
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(57) Abstract :

[014] The evolution of the Internet of Things has enhanced our ability to evaluate, acquize and act on previcusly unimaginable amounts of data. It allows scenarios to use technological data
fram different areas that far exceed our needs, convenience and efficiency. IoT is a concept that reflects the cannection of any group of people, things, services, networks, at any time, in any
place. ToT i a mega trend in next generation technology. loT makes smart objects the best part that can be cannected in the mainstream of cyber physical inlelligent system development in
various domains inciuding healthcare. Medicine and healthcare are areas where [oT upplications are more attractive. The ToT kas the potential to enhance many medical applications such as
health monitoring, fitness programs, chrenic discases and clderly healthcare. At home, equipped with treatments, medications and home health services is also &n avea that bas a lot of potential
for IoT. For this reason, various medical devices, sensors, imaging and diagnostic devices can be connected in one system, in the hope that by treating the information collected in real time, it
will reduce healtheare costs, improve quality of life and enrich the user experience, Cardiac arrhythmias or abnormal heartbeats represent one of the leading causes of death among patients with
cardiovascular disease and Smart Mobile Sensors are belicved to be an effective method of prevention in many aspects of medicine. Although their elinical wtility is demonstrated, they
continue 1o be underused in the healiheare industry. These devices, when integrated into healthcare routines, enhance physician-patient relationships, increase patient autonomy and engagement
in their healthcare and provide new remote monitoring techniques that will revolutionize healtheare management. Accompanied Drawing [FICG. 1] [FIG. 2] [FIG. 3] [FIG. 4] [FIG. 53
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(57} Abstract :

Abstract of the Invention: As the Nitizens database is impartant for the nation 85 a wholg, its security and privacy will play an imporfant sole, Black chain will help in maintain the security and
privacy of the data stored in database and alse helps in sharing the data with multiple agencies while maintaining the security and privacy, Here we have designed a framework which is used by
various agencies and erganization for recording the transactions which are happening ot their level. The overall concept is 1o see that a persen born showld write his/her name only once and
should alsa gel & security number similar to aadhar number. So that all the happening in the life of cilizen are recorded and are store in 2 secured manner. These records will he made available
to multiplc agencics and organizations for further recording of details. As multiple agencies are going Lo have an interface with the records, it is very important that these records are stored an
digitally distributed database which will work as 8 centralized distributed ledger. The framework designed fo store the data pertaining to the nitizens will make use of blockchain for
maintaining the security and privacy of the data, Which will help in storing, accessing and gencrating roposts on the required infarmation fram time to time. The designed framework will help
to provide access to the data stored to various organizations, Which can be governament and non-government organizations. The process time for any fype of task will reduce when the
information is made Landy for the organizations. The designed framework will make use of an algorithm for generation of security number for the nitizen, which will he used to store and
access the information, The number generated will help in identification of the locatien of the person. As the Nitizens database is impaortant for the nation as a whele, its security and privacy
will play an important role, Block chain will help in maintain the security and privacy of the data stored in database and also helps in sharing the data with multiple agencies while maintaining
the seeurity and privacy. Here we have designed a framewark which is used by various agencies and arganization for recording the transactions which are happening at their Jevel. The database
is recorded with the details of the cifizen when he/she i born and from Lhis point Gl the ¢itizen exists on the earth all the transactions are recorded. The eitizen details when recorded on block
chain database, we refer the citizen as Nitizen. The concept is to sec that a person born should write his/her name only once and should also get a security munber similar to sadhar number. Sv
that all the happening in the life of citizen are recorded and are store in a secured manncr. These records will be made availzble to multipie agencies and organizations far furiber recording of
details. As multiple agengies are going 1o have an interface with the records, it is very important thal these rceords are stored on digitally distributed database which witl work as a centralized
distributed ledger.
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(57} Abstract :

The present invention discloses a bio-information data wansferring system based on multiple blockehzins 2nd methed thereof. The system includes, but net limited 1o, 8 memory which stores
instructians; ane or more processors attached to the memory wherein the one or more processars, when executing the instructions which are stored, are configured to have: 2 user blockchain
node configured for storing user information, a shared key, and a hash key for each user of 2 plurality ol users and further a contract block data which includes contract information about a first
user requesting a secand user o provide bio-information data, the first user and the second uscr being included in the plurality of users. Accompanicd Drawing [FIG. 1]
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